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New Course

 Course Title: _____Computer Forensics_________________________________

Course Number:___CMPS 204______ Date Of Initial Offering:  __Fall 2008__





                                                                                 Semester           year
Rationale for


Course level

Credit Hours: __3__  Format:  X lecture  ( lab  ( other:__________________________________   Frequency: (annual  ( each semester (alternate years  

Prerequisites: __C/IL 102 (or equivalent)__________________________________________________


Rationale for 

prerequisites

(if pre-

requisites 

are listed)


Catalog

Description

(50 word

maximum)


Similar

Courses being

offered at the

University


Discuss

Extent of

overlap with

existing

courses 

Special 
Resources

Required

(e.g. library, 

equipment,

materials/

facilities)

Characteristics (check any/all that apply):
        Major:
(  Required

(  Elective 

        GE :
(  submitted to CCC
X will be submitted to CCC   _3/19/08__     (  Area Free only









              date





Interdisciplinary:  ( YES   ( NO       Team Teaching:   ( YES
( NO
Exclusively For Special Programs/Concentrations: ( NO (YES (Name)____________________

Home College:   ( CAS
( PCPS
( KSOM
( GRAD

Required Attachments:
(Syllabus with student learning objectives, assessment/evaluation mechanisms, and outline of topics

(Description of, or example of, readings/papers/projects/examinations

(Assessment/evaluation based course improvement mechanisms
CMPS 204 – Computer Forensics

Course Level:

Elective for non-computer science and non-computer information systems majors.
Prerequisites:

C/IL 102, C/IL 104 or equivalent. 

Catalog Description:

CMPS 204 – Computer Forensics




3 credits


(Prerequsite: C/IL 102/104, or equivalent) An introduction to the field of computer forensics emphasizing the collection and analysis of both persistent and volatile data from computer systems, networks, and storage media in a manner that is admissible in a court of law.  May not be used as a major elective for any major in the Computing Sciences department.
Text:


“First Responders Guide to Computer Forensics” Nolan, et al, CMU/SEI-2005, http://www.sei.cmu.edu/publications/documents/05.reports/05hb001.html

Student Learning Objectives:
1. Perform a basic computer forensic analysis using computer and network‐based tools.

2. Articulate appropriate legal principles.

3. Installation and configuration of forensic tools.

4. Demonstrate an understanding of the scientific method: question, research, hypothesis, testing, analysis, and communication.
5. Construct a report of forensic analysis and findings.

6. Articulate the different data structures and methods used by devices to store information.

7. Demonstrate the ability to select and use forensic tools.

Outline:

1. Cyberlaw:

a. Laws that affect cyber security

b. Constitutional issues

c. U.S. Statutory law

2. File System Architecture

a. Hard drive physical attributes

b. Windows™ file system

c. Unix file systems

d. Other file systems

3. Collecting Persistent Data

a. OS and application considerations

b. Persistent data types

i. System files

ii. Temp files

iii. Web artifacts

iv. File recovery

v. Hidden files

c. Tools for accessing persistent data

4. Collecting Volatile Data

a. Volatile data collection methodology

b. Volatile system information

c. TCP/IP essentials

d. Volatile network information

i. Network scanning tools

ii. Traffic analysis

5. Information Hiding

a. Encryption

b. Steganography/Steganalysis

6. Policies and Procedures

Grading:



Midterm

20%



Final Exam

20%



Projects/assignments
60%

Grading scale is as follows:






A - 94.0+

D - 65.0+






B - 85.0+

F  < 65.0






C - 75.0+


I reserve the right to use plus (+) and minus (-) to more accurately represent the final course grade.



Unless otherwise noted, all assignments are due by class time of the announced due date. Late submissions turned in within 24 hours will be worth, at most, 75%.  Beyond 24 hours, it will receive no credit.

NOTE: In order to receive appropriate accommodations, students with disabilities must register with the Center for Teaching and Learning Excellence and provide relevant documentation. Students should contact Mary Ellen Pichiarello (Extension 4039) or Jim Muniz (Extension 4218), 5th floor, St. Thomas Hall, for an appointment.

Assessment/Evaluation Mechanisms:

Progress towards achieving the student learning objectives will be assessed using the following techniques:

1. Students will evaluate their own projects and the projects of their classmates in writing as part of their course grade.

2. Students will be anonymously surveyed at the end of the course for their overall reaction as well as for specific improvements that could be made in the course.  
3. Instructor evaluation of the projects (and exams) will be used to determine how successfully the general and specific course objectives were met.

Readings/Papers/Projects/Examinations:

1. Readings

a. Web based readings as assigned in addition to text.
2. Papers

a. None

3. Projects

a. Projects in the course will involve installing forensic tools and utilizing them to perform an analysis.  Class presentations will be required of some projects.
4. Examinations

a. There will be a midterm as well as a final exam. The final will not be comprehensive. Both exams will be equally weighted. They will focus on lecture and reading materials.

A Natural Science course designed to meet the requirements for the GE Curriculum.  Material covered is lower division in nature but requires a level of computing maturity.





Must have an understanding of computer hardware, operating systems, software concepts and computer ethics.





An introduction to the field of computer forensics emphasizing the collection and analysis of both persistent and volatile data from computer systems, networks, and storage media in a manner that is admissible in a court of law.  May not be used as a major elective for any major in the Computing Sciences department.





none





N/A





Computers that will be analyzed during labs/assignments.  These systems will be dedicated for exclusive use of this course when in session.  Hardware is currently available in the department for use in this course.





( Humanities (CA)         ( S/B Sciences (S)               ( Cultural Diversity (D)                                                                      


( Humanities (CH)         X Natural Science (E)           ( Writing Intensive(W)


( Humanities (CL)          ( Theology/Phil  (P)


( Humanities (CF)          ( Quantitative Reasoning (Q) 
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Curriculum Proposal Signature Sheet

Computer Forensics (CMPS204)

TITLE OF PROPOSAL

Type of Proposal

Program Course
o0 New XINew
o Changes within Major 0 Changes in Course taken only by Majors
o Changes within Cognate * o Changes in Course required of Non-Majors*
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